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The Makign of the Israeli Financial Data Regime:

Towards a Permissive Regime?

Abstract

This paper examines the development of the credit reporting regime, including the mechanisms
for collecting, rating, and trading credit information on Israeli citizens. Legal frameworks for
collecting and dispersing personal information on individuals existed in the 1970s and 1980s.
However, they were established in accordance with the Privacy Protection Law (1981) and used
primarily for regulating debt collection procedures and minimizing the number of checks
without cover. The efforts to create an unrestricted Israeli credit rating regime, similar to the
American model, that started in the late 1990s have received much attention since 2010, and
have culminated in the current Credit Information Bill (2015). There are three primary
initiatives that have shaped the Israeli regime to date: the Credit Data Service Law (2002), the
“Banking ID” (2013), and the Credit Information Bill (2015). These government initiatives
together create a “new” credit regime in Israel, including comprehensive mechanisms for
collecting, rating, and trading the credit information of private citizens. The purpose of this
paper is to trace the reasons and causes behind the general regime changes and the expansion of
the permissive character of the regime.

Public officials and politicians have spearheaded the attempt to create a credit rating regime and
turn credit information into an economic asset. They claim that given the concentration in the
banking market, on the one hand, and the public need for credit, on the other hand, the credit
regime will stimulate competition in the credit market, thus propelling the growth and
improving the efficiency of financial markets. This will, in turn, lower the interest rate for credit
available to private citizens. Similar unrestricted credit rating regimes have existed in the United
States and Canada for several decades. These regimes do little to limit the collecting, rating and
use of credit information and are the result of both a lax privacy regime and problems in the
credit information industry. Examining the process of importing this model to Israel, including
the active promotion of such a regime between 1999 and 2014 is an integral part of this paper.

The repeated attempts to establish and promote an unrestricted regime against opposition based



on the problematic experiences in the US and Canada, the violation of privacy, problematic
information security, the labeling system, deepening inequality, and the implicit expansion of

the culture of living on credit, are examined in this paper.

Three central questions stand at the center of this research. Firstly, how did the credit rating
regime develop in Israel over the years? In this context, the development of the credit rating
regime in Israel will be explored through the analysis of three central government initiatives: the
Credit Data Service Law (2002), the “Banking ID” (2013), and the Credit Information Bill
(2015). In order to better understand the Israeli policy regime, | conducted a comparative
analysis of the characteristics and social implications of the credit rating regimes in the US and
Canada. These countries were chosen because they were among the first to develop and see the
maturation of credit information industries. Secondly, how do the characteristics of the credit
rating regime described in each of the three primary government initiatives compare? In order to
address this question, | analyzed the differences in the regime’s characteristics over time, while
also examing the characteristics of the Israeli regime to the American and Canadian regimes.
Thirdly, why is there a push to make the credit rating regime so permissive? To answer this
question, | studied both the stakeholders obstructing the development of the credit rating regime

and the reasons for creating a regime similar to the permissive regimes in the US and Canada.

This policy analysis is guided by three competing regulatory theories relating to power, autonomy,
and the motivation of the state in shaping public policy: the theory of private interest that holds
the activity of the state is guided by serving the public interest and public welfare, the theory of
private interest that explains state activity as a reaction to interest groups and businesses, and the
theory of ideas that explains state activity as a result of the struggle between different ideas
concerning public good. The expansion of the credit rating regime is generally justified using free
market ideology that encourages increasing competition for the credit of consumers. This ideology
is presented by various actors, some of whom believe in neo-liberal free-market economics and
others of whom believe in increasing market competition through regulation. These actors,
including state actors and civil servants, have unified in order to create a “new” credit rating
regime and a new reality of rating that endangers privacy, freedom, equality, and social justice.
Thus, it has critical implications for the character of the Israeli welfare state, the type of capitalism

that will take hold in Israel, and the face of the Israeli democracy.
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“Surveillance involves the collection and analysis of information about populations in order to

govern their activities” (Haggerty & Ericson, 2006, p. 3).
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“The claim of individuals, groups, or institutions to determine for themselves when, how, and to
what extent information about them is communicated to others” (Westin, 1967, p. 7).
M5 QD MYP2PHT MODI MAITNT OY TR T3P 72 X7 IR 7w 22wonnh 2P *10% 7y 0IR 7 7170

:(Kathleen Archuleta) mu?mpax 198w (Lauren Steinfeld ) 7993»0w 1719 W an7an Hwn?

‘Privacy involves the policies, procedures, and other controls that determine which personal
information is collected, how it is used, with whom it is shared, and how individuals who are the
subject of that information are informed and involved in this process’ (Steinfeld & Archuleta,
September 2006, p. 67).

5 Surveillance Capitalism.

:XW112 NooM Rp 8
Samuel Dash, Richard Schwartz and Robert Knowlton, The eavesdroppers, New Jersey: Rutgers University Press,
1959; Myron Brenton, The privacy Invaders, New-York: Myron Brenton, 1964; Vance Packard, The Naked Society,
Pennsylvania: David McKay Publications 1964; Alan Westin, Privacy and Freedom, London: The Bodley Head, 1967;
Jerry Rosenberg, The Death of privacy, New-York: Random House, 1969; Arthur Muler, The Assault on Privacy,
Ann arbor Michigan : University of Michigan press ,1971.
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‘Privacy and data protection regulation is an important safeguard but not the sole answer. The
effects of surveillance on individuals do not just reduce their privacy. They also can affect their
opportunities, life chances and lifestyle. Excessive surveillance also impacts on the very nature of
society. Privacy and data protection rules help to keep surveillance within legitimate limits and
include safeguards. However, more sophisticated approaches to regulation need to be adopted’

(from the 28TH International Confrance of Data Protection and Privacy Commisioners, 2006).
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‘A difference machine that sorts individuals into categories and classes on the basis of routine
measurements. It is a discriminatory technology that allocates options and opportunities on the
basis of those measures and the administrative models they inform’ (Gandy, 1993, p. 15).
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“We understand surveillance to be a setoff practice that gather and collect data about individuals
or entities, with or without their knowledge or consent, for purpose of an analysis which sorts

those individuals or entities on the basis of their behavior or characteristics. ”’(p.23)
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‘Those processes that prevent poor and disadvantaged social groups from gaining access to the
financial system” (Leyshon & Nigel, 1995, p. 314).
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Differing patterns of credit use and access to credit may act as a potential ‘multiplier’ of advantage
and disadvantage in society potentially heightening social divisions ... Exclusion from access to
credit may therefore mean both economic exclusion from markets ... and also exclusion from a
central aspect of public expression in modern society ” (Ramsay, 1995, p. 181).
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"As a legal matter, consumer credit reports were available to anyone with a ‘legitimate business
need(...) and as a practical matter they were available to ‘virtually everyone” (LoPucki, 2003, p.
1277).
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“I've debated Fair Isaac and Allstate and they can’t answer the simple question: Suppose | ’'m laid off and
it take me a year to get back to work, and in that year my payments fall behind. Why am | a worse driver

or a worse homeowner” (p. 43).
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